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Background & Methodology
OBJECTIVE: Quantify the impact of Internet disruptions on IT/network operations for businesses.
RESEARCH METHODOLOGY: In Q4 2016, Spiceworks surveyed IT decision-makers in the US/Canada and the UK. 201
respondents (~100/geo) completed the 5-minute online survey. Dyn was not revealed as the sponsor of the
research.
RESPONDENT QUALIFICATION CRITERIA: The IT decision-makers involved with IT operations, specifically with insight
into Internet connectivity for external applications, and work for organizations with 1,000+ employees that have
external facing applications tied to revenue (e.g., e-commerce, online media, apps, etc.). Industry and job title
were allowed to fall out naturally for a good mix.
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Key Findings
Nearly all organizations (89%) report experiencing some type of Internet disruption in
the past year, with most occurring outside of their network control (e.g. network and
provider outages)
• The vast majority indicate that Internet disruptions are a painful experience for their organization,
including over a third that described the impact as “crippling” or “excruciating.”
• Disruptions take a full business day on average to be resolved, longer for disruptions outside the
network.

User experience, customer satisfaction and employee productivity suffer the biggest
impact as a result of Internet disruptions
• Frustration from end users and increased calls to support are the leading impacts Internet
disruptions have on IT operations teams and organizations.
• The impact Internet disruptions have on staff and resources (working longer hours, support tickets,
employee productivity, etc.) are also key pain points identified by organizations.

All organizations report having a strategy to protect their business against the threat of
volatility
• 92% of respondents are concerned about the impact of a major Internet disruption hitting their
business in the next six (6) months.
• 44% of companies are monitoring network activity and 41% report making improvements to
network infrastructure.
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Nearly all organizations experienced an Internet
disruption in last 12 months
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Q10. Has your organization experienced an Internet disruption caused by any of the following in the past year? (Multiple
selections permitted.)
Respondents: 201
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Internet disruptions are a major headache for
organizations and IT operations alike
This validates the impact Internet volatility can have on business operations and the importance for
IT operations’ ability to diagnose, troubleshoot and solve these issues to minimize the damage
caused as much as possible.
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Q11. How painful was the Internet disruption for each of the following? (Asked of those who have experienced a disruption in the
past year. Single selection permitted per option.)
Respondents: 178
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Internet disruptions take a full business day to resolve;
Longer for disruptions outside the network
Mean time to resolution (MTTR) for Internet disruptions that occur outside of network control take
more than a full, standard work day (~9 hours) to identify and resolve.

Internet disruptions that occurred

Internet disruptions that occurred

within network control

Average time to identify and
resolve a disruption within
network control:

7.4 hours

outside of network control

45%
55%

Q12. What percentage of the Internet disruptions your organization has experienced in the past year have occurred…?
(If experienced a disruption in past year. Numeric response 0-100.) Respondents: 145
Q13. Approximately how much time does it take, or would you expect it to take, you/your team to identify and resolve
an Internet disruption that occurs…? (Open numeric response.) Respondents: 201

Average time to identify and
resolve a disruption outside of
network control:

8.7 hours
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IT operations teams dealing with frustration from endusers is most cited result of Internet disruptions
Further, this shows Internet disruptions place an extra burden of responsibility on existing IT
operation teams, potentially leading to an unhappy and less efficient work environment.
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Q14. Which of the following have you/your team experienced, or would you expect to experience, as a result of
an Internet disruption? (Multiple selections permitted.)
Respondents: 201
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Job loss

The top impact of disruptions on orgs is increased
customer support calls and cost of time/resources
These negative experiences validate that managing Internet performance is about the impact
disruptions have on the end-user experience, both customers and employees alike.
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Q15. Which of the following has your organization experienced, or would it expect to experience, as a result of an
Internet disruption? (Multiple selections permitted.)
Respondents: 201
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Decreased
stock value

IT Ops have many concerns about disruptions
Primary Concerns about Internet Disruption: In their own words…
[INFORMATION LOSS]
• “The risk of data loss
associated with Internet
disruption.”
• “Risk of losing access to cloud
based applications.”
• “Data integrity.”
• “Email loss.”
• “The digital information.”

[REPEATING ISSUE]
• “Lack of root cause analysis,
leaving us vulnerable to repeat
incidents.”
• “When will the next one be?”
• “How can we resolve it quicker
and ensure it does not
repeat?”

[FINANCIAL IMPACT]
• “How much will the company
lose in revenue?”
• “The company might lose
profits.”
• “Loss of revenue and loss of
jobs.”
• “Business loss.”

[REPUTATIONAL DAMAGE]
• “Loss of customer confidence.”
• “Loss of customers,
reputational damage.”
• “Client impact.”
• “Customer satisfaction and
meeting SLAs.”
• “Loss of brand reputation.”

[DOWNTIME STRESS]
• “How long it takes to get the
website back.”
• “I have to give more time to
the office.”
• “Time to recover.”
• “Long delay in returning to
functionality.”

[SECURITY]
•
•
•
•
•

“Being hacked.”
“Breach of information.”
“Cyber attacks.”
“DDoS attacks.”
“Outside attacks.”

Q18. What is the primary concern that keeps you up at night when it comes to Internet disruptions? (Open response.)
Respondents: 201
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Near unanimous concern exists about experiencing a
major Internet disruption in the next six (6) months
Three (3) in 10 (30%) express they are either very or extremely concerned their organization will
experience a disruption similar to the 10/21 DDoS attack within the next 6 months.

Any concern: 92%
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Q22. How concerned are you about your organization experiencing a similar Internet disruption again at some point
in the next 6 months? (Single selection permitted.)
Respondents: 201
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All organizations are taking steps to protect their
network and end-users against Internet volatility
Top 5 Approaches to Digital Resilience
Monitoring network
activity/identifying patterns

44%

Enforcing end-user policies

44%

Restricting user
permissions/actions

42%

Improving network
infrastructure

41%

Learning about new types
threats/risks

40%

Q20. What is your organization specifically doing to protect against threats/attacks that can cause Internet
disruptions? (Multiple selections permitted.)
Respondents: 201
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ABOUT

SPICEWORKS

RESEARCH

SOLUTIONS

With millions of IT pros and thousands joining daily,
Spiceworks gives you access to real IT pros, real data
and real insights you can trust. From surveys to social
listening – we’ve got all the research tools you’d
expect… and then some.
https://www.spiceworks.com/marketing/market-research
marketresearch@spiceworks.com
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